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7th Circ. Urged To Revive Hartford $4M Wire Fraud
Fight

By Celeste Bott - Listen to article

Law360 (May 12, 2026, 7:29 PM EDT) -- An Illinois agency that administers financially distressed insurers' estates Tuesday urged the
Seventh Circuit to revive its lawsuit seeking insurance coverage for a cyberattack during which its financial chief provided confidential
login information to hackers, who used his email account to instruct employees to wire them nearly $7 million.

During oral arguments in Chicago on Tuesday, an attorney for the state Office of the Special Deputy Receiver said the plain text of the
Hartford Fire Insurance Co. policy at issue favors the agency's interpretation, but they said that, at minimum, there are multiple reasonable
interpretations that render it ambiguous.

The coverage dispute centers on a hacker's "spear phishing" attack on the OSD's chief financial officer in June 2021, which allowed the
hacker to access and review the chief financial officer's Outlook email account and further change the account's rules, so the hacker's
emails would bypass the CFO's inbox.

Over the course of eight separate transfers, the hacker, while posing as the CFO, was able to instruct the wiring of funds away from the
accounts of two insurers that had entered into liquidation proceedings, the OSD says in its July 2022 coverage action.

Hartford specifically denied coverage under "rider 17" in the financial institution bond it issued to the OSD, which provides that the bond
would not cover loss "resulting directly or indirectly" from a transfer the OSD made in good faith while "in reliance upon a fraudulent
instruction sent to the insured through electronic mail, except when covered under the electronic mail initiated transfer fraud insuring
agreement."

The email provision stated in part that coverage would be afforded if the fraudulent instruction "reasonably appears to have originated
from" an "employee acting on instructions" of a customer.

Christopher Walling of Massey & Gail LLP, who represents the OSD, told the court that the phrase "sent to the insured" makes clear this
only applies to emails sent to the agency by parties outside the OSD, "as a matter of plain language and in the context of the policy as a
whole." It doesn't apply to emails sent internally, he said.

"Here, no third party sent an email to OSD. A third party gained illicit access to OSD's information technology systems, and then using that
illicit access, sent an email within OSD," he stated.

But U.S. Circuit Judge Thomas Kirsch said he was confused because the provision doesn't mention anything about third-party or outside
emails.

"Your Honor, if I were to tell you, 'In the afternoon, I have to go send an email,' it would be a very strange conclusion for you to think,
'Well, he's clearly sending an email to himself," Walling said.

"I agree with you there ... but I would have no idea whether you were sending an email inside your organization or outside your
organization," Judge Kirsch said. "The CFO didn't send an email to himself. That's not what happened here."



"The bond is not for the CFO. The bond provides coverage to the OSD. And as described, the OSD sent an email to itself," Walling said,
insisting the provision excludes emails between OSD employees.

But Ted Brown of Lavin Rindner Duffield LLC, arguing for Hartford, said the OSD has waived that argument by failing to raise it below,
but it's also wrong on the merits.

"The argument, one, requires adding words to the bond that aren't there; two, it's inconsistent with the plain language of the bond, and
three, it's inconsistent with how the exact same phrase is used in the exact same rider," he said.

U.S. Circuit Judge John Lee, however, pointed out the rider in question deals with losses when the OSD complies with fraudulent
instructions from someone impersonating one of the agency's customers.

"Read in context, why doesn't the exclusion only apply to emails that appear to have originated from a customer or the agent of the
customer?" he asked.

The language of the exclusion is broad and unqualified, Brown said, and "does not require any inquiry in terms of who the external sender

was
He also urged the appellate court to reject the OSD's contention that the email fraud exclusion in Rider 17 doesn't apply to coverage under
a different rider that covers loss resulting directly from a change in electronic data or a computer program within the OSD's computer

system.

"This argument in effect treats the exclusions as walled off, independent contracts," Brown said. "[That] violates basic principles of
contract law and the plain language of the bond."

An Illinois federal judge ruled in the insurer's favor in April 2025.

U.S. Circuit Judges Michael Brennan, Thomas Kirsch and John Lee sat on the panel for the Seventh Circuit.
The OSD is represented by Leonard A. Gail and Christopher Walling of Massey & Gail LLP.

Hartford Fire Insurance Co. is represented by Lena Mirilovic and Ted Brown of Lavin Rindner Duffield LLC.

The case is Office of the Special Deputy Receiver v. Hartford Fire Insurance Co., case number 25-2309, in the U.S. Court of Appeals for
the Seventh Circuit.
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